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Dwight D. Eisenhower once said, “Planning is ev-
erything,” but the study of the planning process 
has been a multifaceted, labyrinthine one with a 
less than total agreement on what it entails, what 
it means and how to go about it. This has prov-
en particularly true for the cyber security industry, 
where words like “strategy” and “tactics” are of-
ten thrown about, but rarely defined. While there 
has been some agreement that a hierarchy of 
planning should exist, there has been less agree-
ment on what this should or does look like. Much 
in the same way that Gestalt theories dictate that 
a holistic view is better than a splintered one, or 
that a whole is greater than the sum of its parts, a 
hierarchy of planning is important because it pro-
vides a holistic way to view the actions that need 
to be taken. It breaks individual actions into one 
of three levels and provides a convenient way to 
distribute responsibility and ensure consistency. 
If we are to accept that planning can and should 
be broken down into hierarchical levels, what are 
they, what is the point of each level and how can 
they be married together in the best possible mix-
ture?

In the book Redefining the Future, Russell L. 
Ackoff stated that there at least had been some 
agreement that these three levels consisted of 
strategic planning, operational planning and tac-
tical planning, but admitted that there had been 
some contention over the true meaning of the 
terms (Ackoff, 1990). However, and more impor-
tantly for the cyber security industry, the pro-
found effect that this way of thinking can have 
on the industry goes far beyond simply defini-
tions and clarity. Planning in the distinct hierar-
chical levels of strategy, operations and tactics 

will benefit the distribution of responsibility, the 
planning of actions and the ultimate success of 
the actions taken leading to a greater return on 
investment and better capacity utilization. The 
goal of organizing planning actions isn’t to cre-
ate some self-serving system that benefits from 
its own organization. The goal for CISOs who 
wish to further understand the planning process 
is to visibly improve all aspects of cyber security 
and that’s exactly what the marriage of these 
three levels creates: Efficiency and Visibility. 
With better communication at every level of the 
planning process, every decision becomes better 
informed and every plan becomes more efficient. 
Because every communication is shared openly 
between planning levels, and every action can be 
immediately tied back to the strategic goal be-
hind it. It’s this visibility that creates a clear ROI 
for CISOs, and a clear way to measure the actual 
return on the resources spent on cyber security.

While ultimate definitions for the terms strategic, 
operational and tactical are rarely agreed upon, 
by combining the work of a few scholars we can 
come up with general definitions or working theo-
ries that serve to differentiate the different layers 
of planning hierarchy and illuminate the different 
methods needed for a robust approach to plan-

With better communication at 
every level of the planning pro-
cess, every decision becomes 
better informed and every plan 
becomes more efficient.
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ning. The origins of the words tactics and strat-
egy come from the Greek, strategy being, “the art 
of the leader or general,” and tactics (or taktikos) 
meaning, “of or pertaining to order.” (Ackoff, 
1990) Even in these simplistic etymological ex-
amples, we can already see a hierarchy forming. 
Clearly in their most basic forms the words relate 
to the actions of the decider and the actions being 
decided respectively. Beyond simply rudimenta-
ry, literal definitions, it’s necessary to get a better 
understanding of the two from an academic level. 
In his book, International Encyclopedia of Social 
Services, David L. Sills defines the two thusly:

Tactics... refers to the localized hostilities that 
occur where adversaries are in contact; strate-
gy, to the basic disposition of strength that con-
stitutes the entire conduct of a campaign or of a 
war. Or one can say that tactics is fighting and 
strategy is planning where and how to fight, with 
the “how” construed so as to exclude the details  
(Sills, 1968, p. 281). 
 
It is because finding universally agreed upon in-
terpretations for strategy, operations and tac-
tics is near impossible given the sheer volume 
of scholarly articles, that Ackoff describes these 
levels not as a concrete definitions but as con-
textualized layers. Strategic planning can clearly 
be defined so long as we can set it apart from op-
erational planning, just as operational can clear-
ly be set apart from tactical. As this seems to be 
the best-rounded and functional perspectives on 
the subject, we will use Ackoff’s description of the 
three levels, which serve as working definitions to 
better illuminate the discussion.

These basic definitions will form the bedrock of 
our analysis and allow for all planning actions 
taken to be defined as either strategic, operation-
al or tactical.

The military importance of utilizing multiple tiers 
of planning dates back centuries, and examples 
of tactical victories that lead to strategic failures 
are not difficult to find. These examples excel in 
highlighting the negative effects that a myopic 
view of planning can have. One such example is 
the battle of Cannae, during the Second Punic War, 
in which Hannibal defeated the Romans in what is 
often considered one of the greatest tactical vic-

An organization’s strategy 
consists of those decisions 
that are made by its highest 
level of management and 
that affect the organization 
as a whole... Operational 
decisions are concerned 
with the immediate future, 
tomorrow, and the next day 
or week and focus on sur-
vival... Decisions not made 
at the top or that do not af-
fect the whole organization 
are tactical.
(Ackoff, 1990)
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tories of all time. However despite the fact that the 
classic triumph of Carthage at Cannae has been 
studied by military strategists throughout history, 
including famed German field marshal Alfred Graf 
von Schlieffen, Hannibal never was able to trans-
late his tactical successes during the war into 
overall strategic victory (Van Hook, 1993). While 
Hannibal’s execution of field tactics was impec-
cable, these tactical victories never provided the 
efficiency that he needed to keep his campaigns 
going on a greater scale.

A broader example of military tactics not aligning 
with overall strategy can be seen in the planning 
of military spending around the world. Obvious-
ly, military spending must be used wisely so that 
the majority of resources go towards the greatest 

threats. However, this isn’t always the case. When 
the vast amount of military spending is spent on 
minor enemies or allied countries that pose very 
little threat, then those resources are wasted and 
the planning process has failed. These argu-
ments eventually focus entirely on basic return 
on investment. If the return is meant to be safety, 
and if a good deal of resources are being spent 
on threats that pose little risk to the safety of the 
country, then those resources are being wasted 
and there is little return on investment for the re-
sources being spent. That’s why strategic plan-
ning in the military focuses on understanding the 
threat environment, or threatscape, that the coun-
try exists in. Strategic military planning identifies 
the primary goals and should constantly inform 
operations and tactics. Operational planning then 
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allows the country to identify the greatest adver-
saries, their methodologies and the most likely 
scenario by which they might act. Tactical plan-
ning allows the country to act on this information 
in a way consistent with the greater goals. By 
utilizing each planning level, military offices have 
found that the communication between levels 
provides efficiency, and a clear link between stra-
tegic goal and tactical victory allows generals to 
provide visible evidence that the resources being 
spent in each campaign are providing return.

While it’s clear what a tactical success/strategic 
failure might represent in the world of military 
planning, what this means to a business or cy-
ber security team isn’t as cut and dried. Essen-
tially a business tactical success/strategic failure 
consists of lower level employees succeeding at 
their jobs and fulfilling their responsibilities while 
the overall business suffers from their actions. 
Specifically for the world of cyber security: A tac-
tical victory might consist of stopping individual 
intruders, while a strategic viewpoint might say 
“Are the most critical assets safe and protected?” 
If the company expends a significant cyber secu-
rity effort preventing breaks but doesn’t protect 
its most critical business assets, can its actions 
be considered victorious? Many cyber securi-
ty teams act on the purely tactical level, wasting 
massive amounts of resources on minor threats 
that pose little risk to the company. There are 
many different threats that face enterprises ev-
ery single day, but there is a much smaller num-
ber that have the motivation, skill and advantage 
to do real harm. Thinking in only tactical terms 
can waste valuable resources, both manpower 
and monetary, on actions that don’t fulfill strate-

gic goals or adversaries that don’t threaten those 
goals. Too many CISOs spend too much money on 
boxes of flashing lights that merely point out more 
breaches, but don’t do anything to boost actual se-
curity. Once again, we should consider the actual 
goal compared to the return on investment for the 
actions taken. While the return is meant to be con-
tinued security, the resources are being wasted on 
intruders that didn’t pose a security risk to begin 
with, therefore the resources being invested are 
wasted. Cyber security plans should be designed 
to eliminate wasted resources and maximize the 
return on investment of the enterprise’s security 
efforts, and the three hierarchical planning levels 
provide this efficiency and visible ROI.

So what, specifically, are the roles of strategy, op-
erations and tactics in the hierarchy of cyber se-
curity planning and how should they be utilized? 
If we examine strategy as an overarching, larger 
goal, we can see that Ackoff’s definition provides 
a framework that guides all of planning and af-

By utilizing each planning level, 
military offices have found that 
the communication between 
levels provides efficiency, and 
a clear link between strategic 
goal and tactical victory allows 
generals to provide visible evi-
dence that the resources being 
spent in each campaign are 
providing return.
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fects every aspect of the business. Strategy is 
important because it consists of those decisions 
that are made by its highest level of management 
and that affect the organization as a whole. It is 
the path that the entire organization must follow 
and its goals must be more important than any-
thing. When it comes to cyber security, an enter-
prise’s strategy must be to protect the highest 
value company resources (both physical, intel-
lectual and reputational) while being as efficient 
as possible. Greater strategy guides further plan-
ning and should echo out into every company 
action. Strategic planning might include under-
standing the enterprise so that the team knows 
exactly which assets are most in danger and how 
they might be attacked. This ensures that efforts 
aren’t being spent on intrusions that don’t pose 
a threat to the organization. Similar to strategic 
planning, an operational plan for cyber security 
defines actions that affect the entire business, but 
on a more immediate level. Operational planning 
for cyber security might include limiting both the 
resources that an intruder might have access to 
and the damage done if the system is breached. 
This includes gathering intelligence on the threats 
that pose the greatest danger to the company, 
the methodologies these threats utilize and un-
derstanding the best way to prepare against and 
detect these threats. Just as military planning fo-
cuses on understanding the threatscape that the 
country exists in, so too should companies un-
derstand their own threatscape and the adversar-
ies that pose the most risk. Unlike strategic and 
operational planning, which are more general and 
lofty, tactical focuses on the immediate implan-
tation of these goals. In the domain of cyber se-
curity, tactical planning essentially dictates how 

this is accomplished on the attack surface. Tac-
tical victories might include discovering current 
intruders, acting immediately when a breach on 
a critical asset is detected and other incident re-
sponse actions.

When these three levels of planning are com-
bined, companies can increase the efficiency 
and effectiveness of their cyber security actions. 
When every decision is made with strategy in 
mind, it means that decisions are never made 
that go against the overarching strategy of the 
company. Because operational and tactical plans 
are both informed by strategy, actions are never 
taken that can be considered tactical successes, 
while still harming the company on a larger scale. 
This is equally true of operational plans. If every 
operational plan is informed by strategy, then it 
is ensured to be consistent with overall company 
goals. It isn’t just tactical and operational deci-
sions that benefit from the hierarchy of planning; 
strategy is also improved with diligent tactical and 
operational planning. By sharing information at 
every level and providing constant feedback be-
tween tactics, operations and strategy, informa-
tion gathered at the bottom levels inform strategy 

When it comes to cyber securi-
ty, an enterprise’s strategy must 
be to protect the highest value 
company resources (both phys-
ical, intellectual and reputation-
al) while being as efficient as 
possible.
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and create more intelligent strategic decisions. 
Simply put, better decisions made at every level 
strengthen those made by the others. When the 
three are married together, it can made very clear 
if two strategic goals are incompatible, to what 
degree and what must be done. All of this sim-
ply creates a better return on investment for cy-
ber security actions. Because actions are highly 
prioritized, cyber security teams can be sure that 
they are spending their valuable resources on im-
portant threats that can actually harm the busi-
ness, operational and tactical resources are used 
efficiently and the return on the security spend is 
maximized and visible.
  
Between of the ever-growing threat landscape 
that many companies face and the often volatile 
(or at the very least static) nature of cyber secu-
rity budgets, creating the most efficient plans is 
no longer an opportunity but a crucial necessity. 
Companies have finite resources to spend on cy-
ber security and prioritization is vital for teams 
with more adversaries and less time than ever 
before. Informed strategy ensures that the most 
dangerous adversaries, the ones targeting the 
company’s greatest assets, are taken care of first 
so that resources are not wasted on adversaries 
of less importance.

iSIGHT Partners informs strategy not by simply 
setting off more alarms that allow an enterprise 
to see a breach, but by ensuring that an en-
terprise understands the context surrounding 
those breaches and the plans that must be made 
strategically, operationally and tactically. In this 
way, high level prioritization dictates that the 
enterprise can be sure that the precious security 
spend they have isn’t thrown away by making 
tactical choices that treat every threat the same. 
Just as in military spending, if vast amounts of 
resources were to be spent on adversaries that 
pose little or no threat, those resources would 
be wasted. In addition to allowing enterprises 
to more efficiently use their resources, iSIGHT 
Partners also allows CISOs to show the return on 
their security investments by tying every breach 
detected and event stopped with actual business 
assets. When it’s clear that cyber security is be-
ing utilized to actually protect the most valuable 
company assets, it’s clear that the money being 
spent on cyber security  is being used efficiently. 

If we are to accept that planning can and should 
be broken down into hierarchical levels and 
married together to create a mixture of strategic, 
operational and tactical actions, then we can 
conclude that companies that employ this style 
of cyber security planning will be more efficient 
and more effective at stopping information secu-
rity breaches. With information flowing back and 
forth between the tactical operational and strate-
gic levels, prioritization is possible because every 
decision becomes more informed. When planning 
is viewed strategically, operationally and tactical-
ly, enterprises can be sure of the return on invest-
ment of their cyber security actions.
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About Cyber 2.0 Series:

Efficiency and Visibility is the second installment in our ongoing series about the methodologies and 
benefits of Cyber 2.0, the next generation of cyber security. By fusing of intelligence-led decision 
advantage, proven military tactics and a true understanding of the technology and environment that 
today’s enterprises face, Cyber 2.0 will usher in a new renaissance in cyber security revolving around 
intelligence and intelligent decisions. 

It is with the spirit of Cyber 2.0 in mind that have begun publishing our white paper series of the same 
name. Our first paper, entitled “Decision Advantage” is an in depth look into the circumstances that 
lead to creating better decisions, particularly when it comes to the cyber security industry. If you en-
joyed these papers look out for our next papers on Adaptive Defense, Man/Machine Symbiosis and 
People, Process and Technology.

WORKS CITED

Ackoff, R. L. (1990). Redesigning the future (p. 25). J. Wiley.
Retrieved from http://www.kukshinov.com/library/ackoff/articles/1990_strategy.pdf

Ackoff, R. L. (1974). Redesigning the Future, John Wiley and Sons, New York. 

Sills, D. L. (ed.) (1968). International Encyclopedia of the Social Sciences, Macmillan and Free 
Press, New York, Vol. 15, p. 281. 

Van Hook, G. E. (1993). Tactical victory leading to strategic defeat: Historic examples of hidden
failures in operational art. (Master’s thesis, NAVAL WAR COLLEGE)
Retrieved from http://www.dtic.mil/dtic/tr/fulltext/u2/a264169.pdf



Dallas, TX • Chantilly, VA • Amsterdam, The Netherlands • Beijing, China • Sao Paulo, Brazil • Pune, India • Kiev, Ukraine • Seoul, Korea

©2013 ISIGHT PARTNERS, INC.  |  TEL 214.731.4585  |  ISIGHTPARTNERS.COM  |  INFO@ISIGHTPARTNERS.COM

WHITE PAPER

About iSIGHT Partners

iSIGHT Partners is a global cyber threat intelligence firm that delivers actionable intelligence products and services 
to leading enterprises in business and government. With a global network of security analysts and geographic 
research and analysis centers in Washington DC, The Netherlands, Brazil, Ukraine, India and China, iSIGHT Partners 
is uniquely positioned to monitor and mine the cyber threat ecosystem and deliver proprietary intelligence 
products and services specific to the threats its clients face.


