
THREAT DIAGNOSTIC
Understand Your Threat Reality™

Who are your cyber adversaries? What assets are they targeting and what are 
their methods?  Compliance based, bare-minimum approaches to security 
don’t answer these questions and don’t provide a path to understanding your 
return on security investment. iSIGHT’s Threat Diagnostic Services define 
your organization’s ThreatScape®, giving you the ability to understand your 
unique threat landscape based on the environment in which your business 
operates in. Using this information, you can identify how to best align against 
adversarial skill sets and mitigate risks, while enabling an intelligence-led 
security approach to your information security program.

Threat Diagnostic: Building Your Threat Landscape

COLLECT. Network incident indicators  (e.g. 
Firewalls, IDS, DNS logs, etc.)

ANALYZE. iSIGHT Partners’ pool of millions 
of threat indicators is leveraged to correlate 
and contextualize

CONFIRM. Associations are confirmed, 
exposing tactical & strategic threat realities

INFORM. Threat understanding enables 
an informed security control profile capable 
of mitigating your organization’s risk

Have Your Intelligence Needs Met 

BASELINE.  Leverage the Threat Diagnostic to create a baseline of your 
threat profile and build an efficient information security program.

UPDATE.  To stay up-to-date and informed, the Threat Diagnostic is 
designed to not simply provide a one-time snapshot, but can be used 
for periodic threat profile updates.

DUE DILIGENCE. Taking into account existing and emergent SEC  
guidelines, regulation and possible liability issues, Threat Diagnostics 
provide a trusted third party assessment that is actionable.

iSIGHT Partners’ Threat diagnostic services 
add meaning to your environmental 
indicators to identify the portions of 
the threat landscape applicable to your 
organization.

iSIGHT Partners Works   
with Your Teams to Help You:

• Understand who’s targeting you, why 
they’re targeting you and what they’re 
targeting you with

• Understand the threat landscape you 
operate in and uncover evidence of 
previously unknown activity

• Identify security control profiles 
capable of preventing and detecting 
threat source action identified during 
an engagement

“Blackstone has relied 
on iSIGHT Partners 
for the past year to 

understand and  
interpret our cyber 

threat environment.”
JAY LEEK

Chief Information Security Officer
Blackstone
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Key Threat Diagnostic Components

GATHERING THE RIGHT NETWORK AND HOST BASED INDICATORS. The key to any successful diagnosis is 
identification of the relevant indicators to analyze. iSIGHT Partners works with your teams to identify logs - 
whether firewall, IDS, proxy, DNS or others – necessary for successful diagnosis and, when gaps exist, provides 
solutions to fill them.

INTERROGATING THE ISIGHT PARTNERS INTELLIGENCE DATABASE. Extracted indicators are correlated against 
iSIGHT Partners’ intelligence, which includes millions of threat indicators connected to information on threat 
sources, associated tools, tactics and infrastructure – information necessary to identify threat activity and its 
underlying purpose.

LEVERAGE A GLOBAL NETWORK OF SECURITY ANALYSTS.  iSIGHT Partners employs experts in multiple 
threat and security domains (across 16 different countries) to continuously identify threat indicators relevant 
to your organization. These indicators inform the search for evidence of threat activity across your entire 
attack surface.

INTELLIGENCE-LED, THREAT INFORMED SECURITY POSTURE. The final product is a view of the applicable 
portions of the threat landscape applicable to your organization. Identifying key threat realities involving actor 
groups, their capabilities, motivations and intentions helps you better inform your control profile for existing and 
emergent threat activity.

Bottom Line

Whether establishing a baseline profile or updating your visibility, iSIGHT’s Threat Diagnostic Services enable global 
companies to align business decisions to the threat realities that they face, establishing a gateway to accurately  
measuring risk and your return on security investment. 
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About iSIGHT Partners

From actionable ThreatScape intelligence and integration, to our exclusive ThreatSPACE practice range, iSIGHT 
Partners provides the tools and services Fortune 100 companies and governments need to face constantly changing 
cyber threat landscapes. iSIGHT Partners not only delivers detailed, actionable ThreatScape intelligence, but offers 
services that inform businesses about real threats to their systems. iSIGHT Partners even allows those enterprises to 
instantly evaluate and neutralize threats with our patented Cyber Risk Management System (iCRMS).

Dallas, TX • Chantilly, VA • Amsterdam, The Netherlands • Beijing, China • Sao Paulo, Brazil • Pune, India • Kiev, Ukraine • Seoul, Korea

ThreatService™

https://www.facebook.com/isightpartners
mailto:info@isightpartners.com
http://www.linkedin.com/company/isight-partners
http://www.isightpartners.com/blog/
https://twitter.com/iSIGHT_Partners
http://www.isightpartners.com/
http://www.isightpartners.com/products/threatservice/

